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1 O6mue moJsioxkenust

Pabouas  mporpamMMa — AMCHMIUIMHBI  «AJMUHUCTPUPOBAHHE  paCIpeIelICHHBIX
MH(QOPMAIMOHHBIX CHCTEM» COCTABJICHA B COOTBETCTBUM ¢ TPeGOBaHUAMM (PeIepaTLHOrO rocy-
JApCTBEHHOI0 00Pa30BaTEIbHOIO CTAaHAAPTA, YTBEPXKACHHOrO MpHKa3oM MuHHCTEPCTBA 00pa-
3oBaHus M Hayku Poccuiickoit @enepanuu Ne 1509 ot 01.12.2016, u ocHOBHO# mpodeccHo-
HaJIbHOM oOpa3oBaTenpHOM MporpaMmsl HOATOTOBKH «OGecmeueHne WHOOPMAIMOHHON
0€30IacHOCTH paCHpe/eNICHHbIX HMH(POPMAIMOHHBIX CHCTEM» M0 Hampasinenuio 10.05.03
"MrdopmManoHHas 6e30IacHOCTh aBTOMATH3UPOBAHHBIX CHCTEM ",

3agaun °

PaccMOTPEHUE TECOPETUYCCKUX IIPHHIIUIIOB IIOCTPOCHUS, HAa3HAYCHUS,
JUACITUITIINHBI

CTPYKTYDPBI, QYHKIMNA U SBOJIOIMOHHOIO Pa3BUTHS aIMUHUCTPUPOBA-
HUS HTHQOPMAIIMOHHBIX CHCTEM;

® O03HaKOMJIEHHE C OCHOBaMH KiIacCH(pUKAUUU HHPOPMAIMOHHBIX CH-
CTEM;

® 03HAaKOMJICHUE C KOHIENIUENH, MOJAEISAMH, CTaH/IApTAMU U CUCTEMAMHU
IIPOTOKOJIOB JIOKAJIBHBIX U INIOOAJIBHBIX BHIYHCIUTEIBHBIX CETEH;

® [IOJy4YE€HHE CBEICHUN TEOPETUYECKOT0 M MPAKTHYECKOro ILIaHAa O
GailIoBBIX cHCTeMaX, YIpaBJIEHHH I[MaMSAThIO, BBOJOM-BBIBOJIOM H
YCTPOUCTBaMU;

® paccMOTpeHHUe BOMPOCOB 3(PPEKTUBHOCTH, O€30MACHOCTH, THATHOCTHU-
KH, BOCCTAHOBJICHUSI, MOHUTOPHUHIA U ONTUMH3ALUU ONEpaldOHHBIX
CHCTEM;

® paccMOTpeHHE OOMMX BOMPOCOB CBSI3aHHBIX C 3aAlIUTON JAaHHBIX B

OIlepallMOHHBIX CUCTEMAaX U Cpeax;

IIOJIy4YE€HHE HABBIKOB HACTPONKH ONEPAIMOHHBIX CUCTEM U CPEL;

OCBOEHUE pabOTHI C COBPEMEHHBIMU ONEPAITHOHHBIMHA CUCTEMaMHU;

HapaboTKa HABHIKOB MHCTAJUISIINH U CONPOBOXKIACHUS ONE€PAI[MOHHBIX;

BBIPa0OTKAa YMEHHUS CaMOCTOSTEIHHOTO PEIIECHHs 3aJad IO BBIOOpY,

YCTaHOBKE U HACTPOWKe HH(POPMAIMOHHBIX CUCTEM, B 3aBHCUMOCTH OT

TpeGOBaHUN MOJIE30BATENS;

e U3yYeHHE PA3UYHBIX 00JacTeil MpUMEHEHHS HH(POPMAIMOHHBIX CH-
CTEM B COBPEMEHHOM O0IIECTBE.

OcHOBHBIE OcHoBHBIE Bo3MoxxHOcTH Windows Server. OCHOBHBIE BO3MOXXHOCTH Linux.
paszensl / TEMBI

JUCIUATLIHHEBI B

2 IlepeyeHb NIAHMPYEMBIX pe3yJIbTATOB 00y4eHHs 0 JHCHHUILIMHE (MOIYJII0),
COOTHECEHHBIX ¢ MVIAHUPYEMBIMH pPe3yJIbTATAMH 00pa3oBaTeJbHOM NPOrpaMMbl

[Ipomecc  WM3y4YeHHS  JMCHMIUIMHBI  «AJIMUHUCTPHUPOBAaHUE  PaCIpEICIICHHBIX
UH(POPMAIMOHHBIX CUCTEM) HAIpaBjeH HAa (JOPMUPOBAHHE CIEAYIOIIUX KOMIIETEHLIHHA B COOT-
BercTBUH ¢ PI"OC BO 1 ocHOBHOI 00pa3zoBareapHON porpaMmoi (Tabmuna 1):

Tabnuna 1 — KoMneTeHIMy U IJIaHUPYEMbIe PE3yJIbTaThl 00yUYEHUs 110 TUCIUILUIMHE

[Tnanupyemsbie pe3yIbTaThl 00yUeHUs 110 JUCLUIUIMHE
Kon n HaumMeHOBaHIE

KOMIIETEHITUHU . 3
" [Tepeuens 3Hanuit | Ilepeuens ymenui [lepeueHp HaBBIKOB
[Tpodeccuonansubie
I1K-25 31 - 3uars npegna- | Y1 - ymers ycra- H1 - BnageTs HaBbI-

3




3HAYEHHS U OCHOB- | HABIIMBATh KaMH BOCCTAHOBIICHUS
Hble BO3MOKHOCTH | Windows Server; paboTocnocoOHOCTH
Windows Server; KOMIBIOTEpa
32 - 3uarb npenHa- | Y2 - yMeTh ycTa- H2 - Bnasets HaBBI-
3HQUEHUS U OCHOB- | HABJIMBATh pa3inud- | KaMU KOMaHIHON
HbIE BO3MOXXHOCTH | HBIE ONEpPAIlHOHHBIE | CTPOKU B Linux
Linux; cuctemsl Linux;
IICK-7.4 33 - 3HaTh OCHOB- | Y3 - yMeTh IMOHU- H3 - Bnagets HaBbI-
HBIE POJIH MaTh pa3IAYHbIC KaM# HaCTPOMKH po-
Windows Server u | HacTpoiiku posieit ne#t DNS, DHCP,
WX TIpeJHa3Have- DNS, DHCP, Active Directory, IIS
HHUS, Active Directory, B Windows Server.
IIS B Windows
Server;
34 - 3HaTh OCHOB- | Y4 - yMeTh IIOHHU- H4 - Bnanets HaBbI-
Hble cJKOBI Linux | MaTh pa3nudHbie KaMH HaCTPOUKH
U UX NpefHa3Havye- | HacTporku DNS, DNS, DHCP B Linux
HHS, DHCP B Linux;

3 Mecro nucUMILUIHHBI (MOIYJIs]) B CTPYKTYpe 00pa3oBaTe/ibHOM IPOrpaMMbl

Jucnuiuimaa «AJIMHHHCTPUPOBAHUE pPACIPEIENIEHHbIX HH(OPMAILMOHHBIX CHCTEM>»
U3ydaeTcsi Ha 2 Kypce BO 4-0M ceMecTpe.

JIuCcuMIIHHA BXOMUT B coctaB Osoka 1 «Jlucuummiuebl (MOZYJIH)» M OTHOCHUTCS K
6a30B0it yacTH.

JIs OCBOEHUsI TUCIHUIUIMHBI HEOOXOAMMBI 3HAHUSI, YMEHUs, HaBBIKH, CHOPMHPOBAHHBIE
B MPOIIECCe U3YUEHHUS TUCIMILIAH / PaKTUK: _« [ndopmayuonnvie mexnonrocuny, « Ocnoswt -
dopmayuonnoit 6ezonacnocmuy.

3HaHWs, YMEHHS W HaBbIKA, CHOPMHUpPOBaHHBIE IIPU M3YYEHMHM HCIHUILUIAHBI
«AIMHHHCTPUPOBAHKE DPACIIPENCICHHBIX WHPOPMAMOHHBIX CHCTEM», OyIyT BOCTPEOOBaHBI
IPH U3YYEHHM IOCIENYIOMNX TUCIUILTHH_« AHAIU3 3CUUUEHHOCTNY PACRPEOeNCHHBIX UHPOD-
Mayuonuwvix_cucmem», « Opeanuzayus IBM u eviyuciumenvivl cucmemy. «AOMUHUCMPUPOSA-
HUE CUCEM U KOMULIOQMEPHBIX CCME).




4 O6beM mUCHUIUIHHBI (MOYJIf1) B 32a4€THBIX €IMHMIIAX ¢ YKA3aHHEM KOJIMYeCTBA
aKaJeMHYeCKHX YaCOB, BbIIeJICHHBIX HA KOHTAKTHYIO padoTy o0y4aiommuxcs ¢
npemnoaaBaresieM (10 BHAAM y4eOHBIX 3aHSTHI) H HA CAMOCTOSITEIbHYIO padoTy

o0yuarommxcs

Ob6mas TpynoeMKocTh (00BeM) TUCIMILTAHBI cocTaBisieT 3 3.e., 108 akan. Jac.
Pacnipenenenue o6beMa TUCHUTIIAHBI (MOJIYJISL) TIO BHIaM y4eOHBIX 3aHSATHH IpeacTaB-

JIEHO B TadymIe 2.

Tabmuna 2 — O6beM AUCHUITUHBI (MOAYJISI) IO BUAAM Y4eOHBIX 3aHSATHHI

O0beM qJUCHUILIHHBI

Bcero akagemu-
YeCKHX YaCOB

OO6mast TpyA0eMKOCTh JUCITUTLITHHBI

108

KoHTakTHasi ayquTopHas padora o0y4awmuxcs ¢ npemnogasaresieM (mo
BH/aM Y4eOHbIX 3aHSITHI1), BCEro

48

B ToM uncne:

3AHATHSA JCKIIHOHHOI'0 THIIA (HeKI_[I/II/I U UHBIC y‘-Ie6HI>IC 3aHATHSA, IPEAY-

CMaTpHBAIOIIKE MPEUMYIIECTBEHHYIO Nepenady yueOHo#i nadopmanuu me-
JTAarOrMYeCKUMH pabOTHUKAMH)

16

3aHATHS CEMHHAPCKOr0 THUNA (CEMUHAPHI, IPAaKTUUECKUE 3aHITHS, IIPaK-
THKYMBI, JJabopaTopHble pabOThI, KOJUIOKBUYMBI ¥ MHBIE aHAJIOTUYHBIE 3a-
HSTHS)

32

CamocTonTe/IbHAS padoTa 00y4aOMMXCH H KOHTAKTHasA pabdoTa, BKIIO-
Yaroliasi rPyIIoBbIe KOHCYIbTAlUH, HHAUBHIYalbHYIO paboTy 00y4aro-
IIUXCS C IPEnoaBare/ M (B TOM YHCIIe WHIUBHYaIbHbIE KOHCYJIBTAIIN);
B3aMMO/ICHCTBHE B 3JIEKTPOHHOM HH(GOPMAITMOHHO-00pa30BaTEIbHOM CPEE
By3a

60

[TpoMesxkyToUHas aTTecTalus 00yJaromuXxcs — 3a4eT ¢ OLEHKOM

5 Coaep:kanue JUCHMIUIMHBI (MOIYJIs1), CTPYKTYPHPOBaHHOE 110 TeMaM (pa3/ieiam)
¢ YKa3aHHeM OTBEJeHHOr0 HAa HUX KOJIM4eCTBAa AKAJAeMUYECKHX YaCOB H BH/I0B

y4eOHo# paboThI

Tabnuma 3 — CTpykEypa U COAepIKaHHe JUCHUIUTAHBI (MO/JIs)

Buel yaeOHO#M paboThI, BKIIIOYask CaMOCTOSs-
TEJIbHYIO paboTy 00ydJalOMMXCs U TPYI0EM-
KOCTb (B 4acax)

KonTakTHas pabora
HanMeHoBaHHE pa3/ieoB, TEM U COJECPKAHHE IIPeTo1aBaTesis ¢ 00yJaroIMMHUCS

Marepuana Jlexuuu | Cemunap- | JlabGopa-
CKHe TOPHBIE CPC
(mpakTu- | 3aHATHA
YecKue
3aHSTHS)
Aomunucmpuposanue Windows Server 8 16 30

Beenenue B anmuarcTpupoBanue Windows
Server, YpaBineHue y4eTHbIMH 3aIIHCIMH KOM-
IBIOTEPOB, MOJIB30BaTeNel U rpynn. Active
Directory, Anmunuctpuposanue Hyper-V, An-
MuHHCTpUpoBaHue IS, AAMUHUCTpUPOBAHHE




Bubl yaeOHO#M pabOThI, BKITIOYask CaMOCTOs-
TENbHYIO PaboTy 00yUarOIUXCs U TPY0eM-
KOCTB (B Yacax)

KonrtaktHas paboTa

HaumenoBaHue pa3/iesioB, TEM U COAEPIKaHUE IpernoiaBaTelisi ¢ 00yJaromuMucs
Marepuaia Jlexuuu | Cemmuap- | JlaGopa-
y CKME topasie | CPC
(mpakTH- | 3aHATHS
YEeCKHe
3aHSATHUSA)

DNS, Anmunucrpuposaane DHCP, Knacrepu-
sarmust Windows Server, Yceranoka OC Win-
dows, Y nanenssii goctyn B OC Windows,

Hacrpoiika Active Directory, Hactpoiika Hyper-
\%

Aomunucmpuposanue Linux 8 16 30

Ocuossl Linux, BBenenue B aIMUHACTPUPOBA-
aue Linux, Bupryanmuszanus, AIMUHACTPHPOBA-
HUe BeO-cepBeEPOB, AMUHICTPUpPOBaHKE Oa3
nanubix, Docker, Knacrepusanus Linux, Yera-
moska OC Linux, Y aanennsriii goctyn B OC
Linux, Hactpoiika DNS, DHCP, FTP, NTP B
Linux, Hactpoiika VMware ESXi, XenServer,
KVM

UTOI'O

16 - 32 60
1o JMCUHHILIMHE

6 BHeayaquTopHasi CAMOCTOSITEIbHAS Pa0oTa 00y JAIOIIMXCS 110 TUCHHUILTHHE
(Moy.J110)

[Ipr NIAHKPOBAHUM CAMOCTOSTENHHON DPAa0OTBI CTY[AEHTY PEKOMEHIyETCH pYyKOBOI-
CTBOBATHCS CJIEYIOMIUAM PACIPEIEICHHEM YacOB Ha CAMOCTOSATCIIBHYIO pa6oty (Tabnuua 4):

Tabmuna 4 — PexoMeniyemMoe pacpeeIeHre YacoB Ha CaMOCTOSATE/IbHYTO paboty

KoMIToHEeHThI CAMOCTOATEIbHOM paboThI KosnuecTBO 4acoB
V3ydeHre TEOPETHUECKUX Pa3/Ie/IOB AUCIUIINHEI 20
IloaroroBka K 3aHSATHUSIM CEMHHAPCKOI0 TUIIA 20
IToaroroBka u 0OPMIICHHE KonTpospHas pabora 20
60

7 OueHOYHBbIE CPEACTBA /ISl NPOBEACHH TEKYIEro KOHTPO.Is
¥ MPOMEKYTOYHOM aTTeCTAluH 00yYal0MHUXCs N0 THCIHILTHHE (Moay.110)

®OH/T OEHOYHBIX CPEJCTB sl IPOBEACHUS TEKYIIETro KOHTPOJIs yCIeBaeMOCTH | IIpO-
MEXYTOYHOM aTTecTalliy pe/icTaBieH B [Ipuioxkennu 1.

[ToHBIA KOMILTEKT KOHTPOJBHBIX 3a[aHUi WM MHBIX MaTepHaloB, HEOOXOIMMBIX UL
OLCHUBAHUS PE3YJIHTaTOB OOYYEHUsS MO JUCIUILIAHE (MOIy/10), TPAKTHKE XPAHUTCS Ha Ka-
denpe-pa3paboTYuKe B OyMaXkKHOM H JIEKTPOHHOM BHUJIE.




8 VYuyeOHo-MeToguueckoe W HHPOPMAUMOHHOE o0ecrevYeHHe IMCHHILIHHBI
(Moxyns)

8.1 OcHoBHas JIMTEpaTYypa

1 OnepannoHHbIe CUCTEMBI, cpebl i 000ouku: YuyeOHoe mocodue / T.JI. [Tapteika, U.U.
ITonos. - 5-e u3z., nepepad. u gom. - M.: ®opym: HUILIUHD®PA — M, 2013. — 560 c. ISBN 978-
5-91134-743-7, Pexum noctyna: http://znanium.com/catalog.php?bookinfo=405821.

2 Onepaunonnsie cuctembl. OcHoBel UNIX: YueOHoe mocobue/Baspentok A.b., Kypbi-
meBa O.K., Kyrenos C.B. u ap. — M.: HULIUH®PA-M, 2015. — 184 c.: ISBN 978-5-16-
010893-3, Pexxum nocrtyma: http://znanium.com/catalog.php?bookinfo=504874.

3 bamuel, I1. H. Uadopmanmonnas 6e30macHOCTs U 3amuTa UHpopMarmu: YueOHuK /
II. H. bamnsl, A. B. babam, E. K. bapanosa. — M.: PUOP, 2013. — 222 c.: ISBN 978-5-369-
01178-2 Pexxum moctyma: http://znanium.com/catalog.php?bookinfo=405000.

8.2 /lomosHMTebHAs JIUTEpaTypa

1 Cununpia, C.B. Onepanuonnble cucteMbl: YueOHuk s By3oB / C. B. Cununesig, A. B.
baraes, H. 0. Hamotnn. — M. : Akagemus, 2010. — 297c.

2 Hazapos, C. B. OneparnoHsbie cpeibl, CACTEMBbI U 0007109Kki. OCHOBBI CTPYKTYPHOU U
(GyHKIIMOHAIBHOM OopraHu3aiuu [DneKTpoHHBIH pecypce] : yueb. mocobue / C. B. Hazapos. - M. :
KYJIULI-ITPECC, 2007. - 504 c. // ZNANIUM.COM: s31neKTpoHHO-OMOIMOTEYHAsE cUcTeMa. —
Pexxum nmoctyma: http://znanium.com/catalog.php#, orpanuueHHbIH. — 3ari. ¢ KpaHa.

3 U.A. Tpewes, S.}O. I'puropseB IIpoextupoBanue u 3ammra HWHYOPMAIMOHHBIX CH-
crem: ISBN 978-5-4498-9392-5, Usnarensckue pemenus, 2020. — 86 c.

4 N.A. Tpewes, U.A. Koxun, I'.®@. Bunpasiikua AJIMUHACTPAPOBAHUE PACIIPENEICHHBIX
uHpopmanuoHHbIX cucteM: Yacte 1. AD, RDP, RD, RDS, RA, WC, WUznatensckue pemnienus,
ISBN 978-5-4498-9913-2, 2020. — 172 c.

8.3 Meroanyeckue yKka3aHusi JAJisl CTY/I€HTOB I10 0CBOCHHIO JHCHUILIHHBI

OO6yueHre TUCIUILUIMHE «AIMAHUCTPUPOBAHHE PACIIPEIEeICHHBIX HH(POPMAIMOHHBIX CH-
cTEM) IpeAnoiaracT U3ydyeHue Kypca Ha ayJUTOPHBIX 3aHATUSX U B XOJI€ CAMOCTOSTEIbHOM pa-
0O0TBL. AyIUTOPHBIE3aHATHS IPOBOAATCS B (popme nekuuii u nabopaTopHbix pabor. CamocTos-
TenbHas paboTa BKIIOYAET:

® M3YYCHHUE TEOPETUUECKHUX U MPAKTUIECKUX Pa3/I€I0B JUCIIUILINHEI,

® BBIIOJIHEHUE KOHTPOJIBHOU pabOTHI.

8.4 JluneH3moHHOE MPOrpaMMHOe o0ecnedeHne, HCIOoJIb3yeMoe MpH
OCYIeCTBJIEHHH 00Pa30BaTeIbHOIO NMpoIecca Mo AUCUHILIHHE

Jnsi peanM3aiiu IIPOrpaMMBI JIUCIUIUTMHEL «AMHHUACTPUPOBAHHE PACTIPEIEIEHHBIX HH(OP-
MAIOHHBIX CHCTEM» HCIIONB3YEeTCs MAaTEPHAIbHO-TEXHHYECKOe 00ecIIeueHue, IEPEeIrCIIEHHOE B Tal-
Jtie S.




Tabnuna 5 — MarepuaibHO-TEXHHYECKOE 00eCIIeUeHHE TUCITUIUTHHBI

HaumenoBauue

11 1. B Ki1acce

Ucnonszyemoe
AynuTtopust ayuTOpUHU Hasnauenue o0opyaoBaHus
o0opynoBaHue
(;1aboparopun)
314/3 KommbrorepHsrit Komnetotepsl | Bemmonnenue nabopaTopHBIX pa-
kinacc OKT IBM PC Corel-3, | 60T, mpoBeeHUE JTEKIUI
2I'b O3V,




[Tpunosxenue 1
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AJIMHHHCTPHPOBaHHeE pacnpeaeeHHbIX HHPOPMAIHOHHBIX CHCTEM

i HammpaBiieHue moAaroToBKU 1 10.05.03 "Hugopmayuonnas 6ezonachocmso 5
AR S SRR S bl | asmomamusuposanneix cucmem”
. HanmpaBnieHHOCTH (Ipoduis) i Obecneuenue uHgpopmayuoHnou be3onacHocmu E
| 00pa3OBATENLHON IPOTPAMMBL | PACHPEOCNCHHbIX UHPOPMAYUOHHIX CUCTEM . !
| KBanuQukamyst BbITyCKHAKA | cneyuanucm no 3aujume ungopmayuu ;
i ['ox HA"ama MOArOTOBKH 1 2019 i
| (no yueGnomy muany)
. ®opma 00yueHus | OYHas E
. TexHosorus 00yJyeHus | MPAOUYUOHHAS !
: Kypc E Cemectp E TpynoeMKOCTS, 3.€. :
' J g 4 ; 3 :

O6ecneunBaroniee MoApasiciieHue

_____________________________________________________________ 1

3auem c oyenkoti E Kagheopa HFAC - Hnghopmayuonnas
: bezonacHocms a8MoMamMuU3UPOEAHHbIX
: cucmem




1 IlepedeHs mIaHMPyeMBbIX Pe3yIbTATOB 00y4eHHS M0 JUCHHILIAHE (MOIYJII0),
COOTHECEHHBIX € IJIAHMPYEMBIMH pPe3yJIbTaTaMH 00pa30BaTeIbLHOM POrpaMMbl

Tabmuna 1 — KomnereHnuu u miiaHupyeMble pe3yabTaThl 00ydeHus 110 JUCHUILINHE

KOJI 1 HAMMCHOBAHHUC

[TnarMpyemMbie pe3yabTaThl 00Y4EeHUS 110 TUCIUILIHHE

HBIE POJIU
Windows Server u
UX IpeJIHa3Ha4e-
HHUS,

MaTh pa3IM4HbIE
HACTPOMKHU poJIeh
DNS, DHCP,
Active Directory,
IIS B Windows
Server;

KOMIIETEHITUU 2 ¥

Ilepeuens 3nanuii | Ilepeuens ymeHwuit [lepeueHb HaBBIKOB
IIpodeccuonanbubie

[1K-25 31 - 3uare npenHa- | Y1 - ymers ycra- H1 - Bnanetrs HaBbI-
3HQUEHUS U OCHOB- | HAaBJIUBAThH KaM# BOCCTaHOBJICHUS
HbIe Bo3MokHOCTH | Windows Server; paboTocrocoOHOCTH
Windows Server; ' KOMIIbIOTEpa
32 - 3Hate npenHa- | Y2 - yMeTh ycTa- H2 - BnageTs HaBbI-
3HAUEHHUs U OCHOB- | HABJIUBATh pa3iuy- | KaMU KOMaHIHOM
HBIE BO3MOXKHOCTH | HBIE ONIEPAIMOHHBIE | CTPOKHU B Linux
Linux; chcTeMBI Linux;

[ICK-7.4 33 - 3HaTh OCHOB- | Y3 - yMETh IIOHHU- H3 - BnaseTs HaBbI-

KaM{ HacTPOUKHU po-
neit DNS, DHCP,
Active Directory, IIS
B Windows Server.

34 - 3HaTh OCHOB-
Hble CIDKOBI Linux
U UX MpeaHa3Haye-
HMUSI,

V4 - ymeTh IOHU-
MaTh pa3IMYHbIC

Hactpoiiku DNS,
DHCP B Linux;

H4 - Bnagets HaBbI-
KaM#i HaCTPONKH
DNS, DHCP B Linux

Ta6ymmna 2 — ITacnopt hoHIa OLIEHOYHBIX CPENICTB

Konrpoaupyemsie Kox xoHTpOmpyemoii HaumenoBanue n
oKa3aTesu
pa3jaenbl (TeMbl) KOMIIeTeHINH OII€EHOYHOT' 0
- OlleHKH
JHCIHILIMHBI (MM ee 4acTH) cpeacTBa
Tema 1 [IK-25-1 JlaGopatopHas  pa- | Biageer Tteopueii
VYcranoska OC Win- [ICK-7.4-1 bota 0 TpeaMeTy. 3a-
dows JlaHue 110 J1abopa-
TOpPHOH paboTe
BBITIOJIHSIET BEPHO.
Tema 2 [TK-25-1 JlaGopaTtopHas pa- Bnaneer Teopueit
Y naneHHbId 10CTYI B I[ICK-7.4-1 6ota IO TpeMeTy. 3a-
OC Windows JlaHue 1o J1adopa-
TOPHOH pabote
BBITIOJIHSIET BEPHO.
Tema 3 ITK-25-1 JlaboparopHas pa- Bnaneer Teopuen
Hactpoiika Active -TICK-7.4-1 6oTa 1o TpeaMery. 3a-
Directory JlaHue 10 1abopa-
TOpHOM paboTe
BBITIOJTHSIET BEPHO.
Tema 4 ITK-25-1 Jlaboparopnas pa- Bianeer Teopueit
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Hactpoiika Hyper-V [1CK-7.4-1 bora o TpeaMeTy. 3a-
JaHue 1o nadopa-
TOPHO#M paboTe
BBITIOJTHSIET BEPHO.
Tema 5 [IK-25-1 JlabopaTtopHas pa- Bnaneer teopueit
Hacrpoiika IIS [1CK-7.4-1 borta IO TIpeAMeTy. 3a-
Ja"ue 1o gadopa-
TOPHOM padoTe
BBITIOJIHSIET BEPHO.
Tema 6 [TK-25-1 JlaGopaTtopnas pa- Biapeet Teopueit
Hactpoiika DNS [ICK-7.4-1 borta o TIpeaMeTy. 3a-
JlaHue 1o jgadopa-
TOpHOM paboTe
BBITIOJIHSIET BEPHO.
Tema 7 IIK-25-1 Jlaboparopnas pa- Bnaneer teopueit
Hactpoiika DHCP [ICK-7.4-1 6orta 1o Ipeamery. 3a-
JlaHue 110 jJabopa-
TOpHOH pabore
BBITIOJIHSIET BEPHO.
Tema 8 ITK-25-1 JlaGoparopnas pa- Bnaneer Teopueit
Hacrpoiika kinactepa Ha [1CK-7.4-1 6ota 10 IIpeIMETY. 3a-
6a3e Windows Server JlaHue 110 Jabopa-
TOpHO# paboTe
BBIIIOJIHSIET BEPHO.
Tema 9 [TK-25-2 JlabopaTtopHnas pa- Bnaneer teopuei
VYceranoska OC Linux [1CK-7.4-2 6ota 0 MpeaMeTy. 3a-
JlaHue 1o 1abopa-
TOpHOM paboTe
BBITIOJIHSET BEPHO.
Tema 10 [1K-25-2 JlabopaTopHas pa- Bnaneer Teopueii
YV naneHHslid 10CTYII B I[ICK-7.4-2 6oTa 0 IpeaIMeTy. 3a-
OC Linux JIlaHue 1o 1abopa-
TOpHOM paboTe
BBITOJIHSIET BEPHO.
Tema 11 | [1K-25-2 JlaGoparopnas pa- Brnaneet Teopuei
Hactpoiika DNS, [ICK-7.4-2 6ota 10 TIpeIMETY. 3a-
DHCP, FTP, NTP B JlaHue 1o 1adopa-
Linux TOpHOU pabore
BBITIOJTHSIET BEPHO.
Tema 12 [TK-25-2 JlaGoparopHnas pa- Bnaneer Teopueit
Hactpoiixa VMware [1CK-7.4-2 bora 0 MpeaMeTy. 3a-
ESXi, XenServer, KVM JIaHHe 110 J1abopa-
TOPHOM pabore
BBITOJTHSET BEPHO.
Tema 13 I1K-25-2 JlaGopaTopHas pa- Brnapeer Teopueit
Hactpoiixa Apache, [ICK-7.4-2 6ota 0 IpeaMeTy. 3a-
Nginx B Linux JIlaHUe 110 J1abopa-
TOPHO# paboTte
BBITIOJTHSIET BEPHO.
Tema 14 [IK-25-2 JlaGopartopnas pa- Bnaneer teopuen
Hacrpoiika PostgreSQL, I1CK-7.4-2 bota 10 IpeaMeTy. 3a-
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MySQL

JaHue 1o gabopa-
TOpHOU paboTte
BBINOJIHSIET BEPHO.

Tema 15 [1K-25-2 Jlaboparopnas pa- Bnaneer Teopueii
HacTtpoiika Docker [1CK-7.4-2 bora 0 TIpeIMeTy. 3a-
naHue 1o gabopa-
TOpHOM paboTe
BBITIOJTHSET BEPHO.
Tema 16 [1K-25-2 JlabopaTopnas pa- Bnaneer Teopueit
Hacrpoiika kiactepa Ha I1CK-7.4-2 bota 10 IIpeIMETY. 3a-
6aze Linux JlaH#e 1o Jabopa-
TOpHOH paboTe
BBIIIOJIHSET BEPHO.
Bce Tembl [1IK-25-2 KontpoabHas pado- | [Ipaktuueckas
[ICK-7.4-2 Ta 4acTh KOHTPOJIb-
HO# pabOTHI BBI-
MOJTHEHA BEPHO.
Bce Tembl [TK-25-1 Kypcoas paborta Tema KypcoBoi
[1CK-7.4-1 packpsITa, Ipak-
THYECKasl 4aCTh
BBITIOJTHEHA BEPHO.
Bce Tembl mecroro ce- [IK-25-2 Dx3amenanuonuble | [loka3bBare 3Ha-
MecTpa [ICK-7.4-2 BOIIPOCHI HUS 110 BCEM Te-
Mam

[TpoMexxyToYHas aTTeCTalUsl IPOBOAUTCS B (popMe 3a4eTa C OLEHKOH.

MeTouuecKie MaTepraiibl, ONPeIeISIOIIUe MPOLeyphl OLECHUBAHUS 3HAHUM, YMCHHUI,
HABBIKOB W (WJIM) OIBITA JEATENHLHOCTH, XapaKTepU3yIOIUX 3Tanbl GOPMHPOBAHUS KOMIIECTEH-
IMii, IPEICTaBJIEHBI B BUJIE TEXHOJIOTHIECKOM KapThl AUCIMILIAHEI (Tabmia 6).

Tabmuma 3 — Texnonoruyeckas Kapra

Hpomerxcymounan amme

HanmeHnoBanue
Cpokn IIxana oue- Kpurepuu
OIIEHOYHOI'0
BbITIOJTHEHU A HUBAHHA OLICHHBAHHA
cpeAcTBa
- 2 ceMecTp

cmayua 6 hopme 3auema c OUEHKoOU

1 | JJaGopaTopHBbIe
pabotel (8 3anma-
HUM)

B Teuenme ce-
MecTpa

10 6ayuioB 3a
1 3aganue

10 GayioB - CTYIEHT IPaBUILHO
BBIIIOJIHAJI TPEIOCTABIIEHHOE €My
3aaHue.

5 Gajur - CTYJAEHT JOIYCTHJI OLIHO-
Ky.

0 Ga/uloB - CTYINCHT HE BBIIOJHWUII
3aJlaHHe.

2 | KontposnbHas pa-
6ora

B teueHue ce-
MecTpa

20

0 OaJUTOB — 3a/laHUE HE BBIIOJIHEHO
WJIY BBIIIOJIHEHO HE BEPHO

5 Gajuila — 3aJaHue BBIIOJHEHO C
HEeJI0YeTaMH U He B CPOK

10 Gajuta — 3aJaHHE BBIIOJHEHO
0e3 HEeJJOYETOB U HE B CPOK

20 0auI0B — 3aJaHHE BBIIIOJIHEHO
0e3 HEeJI0YETOB U B CPOK

Texymuii KOHTPOJIb:

100 6ayu10B

HUTOI'O:

100 6ayu1oB
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HanmenoBanue Coorsn Illxana ome Kpurepun
ke Bmm?.rmemfm }mBa}mls: o EH“BEH""
CpeAcTBa s

Kpurepnu oneHkH pe3yabTaToB 00y4eHHs MO JHCIHILINHE:

0 — 64 % OoT MaKCHMaIBHO BO3MOXKHOH CyMMBI Oa/NIOB — «HEYAOBIETBOPUTEIBHO» (HENOCTA-
TOYHBIA YPOBEHB ISl IPOMENKYTOYHOMN aTTECTAIlMU 110 JUCIUILIINHE);

65 — 74 % OT MaKCHMaJIbHO BO3MOXXHOM CYMMBI OQJJTIOB — «YyIOBJIE€TBOPUTEIBHO» (IIOPOrOBbIA
(MUHUMAJTEHBIN) YPOBEHb);

75 — 84 % OT MaKCHMAJIBHO BO3MOYKHOU CYMMBI OQJIJIOB — «XOPOIIOY» (CPEeIHHH YyPOBEHbD);

85 — 100 % oT MakCUMaJIbHO BO3MOJXKHO#M CyMMBI 0aJUIOB — «OTIUMYHOY» (BBICOKUHN (MaKCUMaIlb-
HbII) YPOBEHB)

3agaHus QUi TEKYIero KOHTPOoJIs
KoMmuiekT 3agaHuii 1yis 1adopaTopHbIX padoT

3ananme 1. Ycranosuts cieayromue OC Windows:
MS-DOS
Windows XP
Windows 7
Windows 8
Windows 10
Windows Server 2003
Windows Server 2008
Windows Server 2012
e  Windows Server 2016
BEIOTHATE OTYET O IPOCTIaHHOM padoTe.
3ananme 2. Hactpouts yaanennsiit foctyn B OC Windows:
RDP
SSH
Telnet
TeamViewer
CeteBoil mpuHTED
Maruyeckuii maket
BEINOIHUATE OTYET O IIPOJICIAHHON padoTe.

s
¥
%

3amanme 3. Hactpoiika Active Directory:

e VYCTaHOBHUTH JOMEHHyIO cioyx0y Active Directory u DNS-cepsep ma Windows
Server.

e Hactpouts AD DS mis 3-ex KOMIIBIOTEPOB IO YIPABICHUEM ONEPANMOHHBIX CH-
creM Windows XP, Windows 7, Windows 8.

BEINOJIHUTE OTYET O MIPOIEIIAaHHOHN paboTe.

3amanue 4. Hactpotika Hyper-V:

1) YcranoButs Hyper-V

2) Hactpouts Hyper-V

3) YcranoButs oy Windows cucremy
4) YcranoBuTh oHy Linux cucremy

5) BemoaauTh kaoaupoBanue OC
BEIIOJIHUTE OTYET O MPOZEIaHHON paboTe.

3amanue 5. Hacrpotika IIS:
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YcranoButs IIS
Omny6auKoBaTh CTAaTHYHBIN CAWT.
Ony6mukoBath caiit ASP.NET.

Hactpouts koHpUTryparuoHHsie (Gaiisl.
BEINOTHUTE OTYET 0 MpoJeIaHHON paboTe.

3aganme 6. Hactpoiika DNS:

e Co3gaTh NpsAMYIO 30HY;

ITpom3BecTu noGaBiIeHNE HE MEHEE TpeX 3anucei Tuma A;

Co3gatb 0OpaTHYIO 30HY;

VYcranoButs a1t Windows cepBepa IOMeHHBIH cyddukc;

IIpu nomonu xomanas! Ping mpoBepuTh paboTOCIIOCOOHOCTH MMEH, 3allUCAaHHBIX B

DNS;
e U3yunuts KoMaHay nslookup u ¢ ee IOMOIIBIO IPOBEPUTH OOPATHYIO 30HY;
BBIMOHUTE OTYET O MPOJIeaHHOM paboTe.

3apanme 7. Hactpoiika DHCP:

e [Ipoussectu xoupurypanuo DHCP na Windows Server.
e [IpogeMOHCTPHPOBATH IPOIECC BHIIAYH A/IPECOB.
BrImoTHUTE OTYET O MpoIeTaHHOU paboTe.

3aganue 8. Hactpoiika kinactepa Ha 6aze Windows Server:
Hactpoiika qucnerdepa 0TKa30yCTOHYMBOM KilacTepU3aluu
Hacrpoiika Hyper-V

Hacrpotiika cepBepa XpaHUIHINA

Hactpoiika BUpTyaIbHBIX KOMMYTaTOPOB

Co3nanue kiacrepa

Brigenenue iSCSI xpanuiuina 1 KBopyma

Hactpoiika poseit Ha y3iax Kiacrepa

BEIMOIHUTE OTYET O MPOJEIIaHHOM paboTe.

3aganme 9. YcranoButs cneayronmpe OC Linux:
Ubuntu Desktop

Ubuntu Server

Debian (6e3 GUI)

Debian (c GUI)

Kali Linux

CentOS (c GUI)

FreeBSD

BBIMOHATE OTYET O MPOAEIaHHON padoTe.

3ananme 10. HactpouTs yaaneHHbIH qocTyn Ha Linux:

e RDP
e SSH
e Telnet

BEIOJHATE OTYET O MPOZETAHHOH paboTe.

3ananme 11. Hactpoiika DNS, DHCP, FTP, NTP B Linux:
e IlIpousBectu koHpurypanuo DHCP na Linux.
e [IpogemMoHCTpUpPOBATH NPOLECC BBIAYU AIPECOB.
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YcranoButs FTP Ha Linux.

Hactpouts FTP Ha Linux ¢ aHOHUMHBIM JOCTYIIOM

Hactpouts FTP nHa Linux ¢ aBTOpH3aiuen

Hactpouts NTP cepBep Ha Linux

Hactpouts DNS;

IIpousBectu 100aBIeHHE HE MEHEE TPEX 3alMCEd THIIA A

ITpu momomu KoMaHasl Ping mpoBepuTh paboTOCIIOCOOHOCTE UMEH, 3AIIMCAHHBIX B

DNS;
e U3yuuts KomaHIy nslookup;
BBINOTHUTE OTYET O MpojeNaHHoN paboTe.

3amanme 12. Hactpoitka VMware ESXi, XenServer, KVM:
1) VMware ESXi:
e VYcranoButh VMware ESXi
e Hactpouts VMware ESXi
e VcranoBuTh ogHy Windows cucreMmy
e VYcraHOBUTH 0/IHY Linux cucremy
e Brmonauts K1oHupoBanue OC
2) YcranoButh U HacTpouTh XenServer u XenCenter.
e YCTaHOBMTH 2 BUPTyalbHbIE MAIIMHbI (IODKHBI IPHCYTCTBOBATh Kak Linux cu-
ctemsl, Tak 1 Windows) Ha XenServer.
e HacrpouTs yaajieHHBIH JOCTYI K yCTaHOBIEHHBIM BM.
3) KVM:
e VYcranosuts KVM
e Hactpouts KVM
e VYcranoBuTh oaHy Windows cucreMy
e VYcraHoBUTH OJHY Linux cucreMmy
BBIIOJIHATE OTYET O MPOJIEIIAaHHON padoTe.

3amanue 13. Hacrpoiika Apache, Nginx B Linux:
1) Apache:

e VcranoButh Apache

e Omy6nuKOBaTh CTATUYHBIN CaMUT.

e OmyOmuikoBath caiit PHP.
2) Nginx:

e VYcraHoBuTh Nginx

e Ony6aMKOBAaTh CTATUYHBIN CAMT.

e Ony6nukoBats caiiT Python.

BEINOJHKATE OTYET O MPOJEIaHHON paboTe.

3aganue 14. Hacrpoiika PostgreSQL, MySQL.

1) PostgreSQL:
e VcranoButh PostgreSQL
e Cosnars BJ{
e 3anonHutsh bJ|
e Brmonuuts pe3epBupoBanue b/l
e LINOJHHUTH BocTaHOBiIeHUE BJ]

e Hacrpouts npasa focTyna
2) MySQL:
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Ycranosuts MySQL
Cozpnats B/
3anomauTh B/
Bemonuute pe3epupoBanue B[
Beinonauth Boctanosienue b1

e Hacrpouts npasa gocryna
BemonHUTE 0TYET 0 mpojenanHo#i pabore.

3apanme 15. Hacrpoiika Docker. Pa3BepuyTs 3 cepBuca u3 koureiinepos Docker. Bui-
IIOJIHUTB OTYET O MPOAENIaHHOM paboTe.

3apanme 16. Hacrpoiika kiactepa Ha 6a3e Linux. BemonauTts oTyeT 0 npoaenanHoil pa-
dore.

KommuiekT 3aaHmii VI KOHTPOJILHOH PatoThI
KonTpoabHas padora

Hactpouts posns Remote App:

e Hacrpouts RemoteApp

e (Co3/1aTh KOJUIEKIHIO YOAICHHBIX MPUIOKEHHIM

BeIonHUTE OTYET 0 mpopenaHHo# pabote. OdopmiteHHe TOKHO OBITH BBIIOJIHEHO B

coorBercTBUU ¢ PJI ®I'BOY BO «KHAI'Y» «TekctoBble cryaeHdeckue pabothl. I[lpaBuia

0 OpPMITCHHSY.
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JIuct perucrpanuu n3menenuii k PII/{

KonuyectBo [Toamuce
Homep nporoxona 3acenanust kadpenpsl,
JlaTa yTBEP)K/ICHUS U3MEHEHUS lee 2 IRapaboTsga
U3MEHECHUS PI1/{
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